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x DISCLAIMER 


The views and opinions expressed here are solely 
those of the presenter and in no way reflect the 
policies and/or positions of the 


Emergency Services Coordinating Agency 


x Course Objectives 


@ Define terrorism 

@ Examine threats and threat indicators 

@ Identify potential targets in the community 

@ Identify possible Weapons of Mass Destruction 


@ Describe the actions to take following a suspected 
terrorist incident 


@ Shelter-in-place procedures 


x What Is Terrorism? 


The unlawful use of force or violence committed by a 
group or individual against persons or property to 
intimidate or coerce a government, the civilian 
population, or any segment thereof, in furtherance 
of political or social objectives. 


--U.S. Department of Justice 


x Factors of Threat 


Surprise 
@ Means of attack 
Target of attack 


@ Foreknowledge of the community 
response 


@ Significant dates 


x Threat Indicators 


A threat indicator is an observed behavior, activity 
and/or items construed as terrorist planning effort 
or impending attack 


@ Gathering of target intelligence 

@ Acquisition of necessary materials 
@ Preparation of weapons 

First steps of executing an attack 
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x Threat Indicators 


Suspicious Persons 


@ In vehicles at odd times 

@ Exiting secured locations 

@ Located in non-public areas 

@ Wearing odd clothing 

@ Exhibiting odd or suspicious behavior 
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x Threat Indicators 


Suspicious Vehicles 


@ Abandoned vehicles 

@ Possible mobile surveillance activity 
@ Unusual decals or altered signage 
@ Auto frame modifications 


x Threat Indicators 


Suspicious Actions/Objects 


@ Unattended packages/luggage 

@ Chemical fires, odors or unusual test explosions 
Illicit access to blueprints/plans 

@ Heavy packages mailed with excessive postage 
@ Unusual Behavior 

@ Questioning of personnel 

@ Increase in anonymous phone traffic, threats 


@ Mass casualties 

@ Loss of critical resources 
@ Disruption of vital services 
@ Disruption of the economy 


@ Individual and mass panic 


Terrorist Goals 
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x Possible Terrorist Targets 


symbolic and historical targets 
Public buildings or assembly areas 
Controversial businesses such as 
Planned Parenthood clinics and fur 
stores 


Infrastructure systems 

Institutions of higher learning 

Chemical and agriculture storage areas 
Hospitals 


x Terrorist Weapons 


@ Biological Chemical 
@ Nuclear Biological 
@ Incendiary OR Radioactive 
@ Chemical Nuclear 


@ Explosive Explosive 


Biological Weapons 


@ Targets: 


> People, animals, crops 


@ Routes of exposure: 
> Inhalation, ingestion, absorption 


@ Agents: 


> May take days or weeks to be confirmed. 
> May spread far beyond initial contamination point. 
> Considered high risk. 


p} Biological Agents 


@ Bacteria: single-celled organisms that 
cause a variety of diseases; anthrax, 
tularemia, plague 


@ Viruses: much smaller than bacteria and 


use host cells to replicate; smallpox, VEE 


@ Toxins: potent poisons produced by living 
organisms; ricin 


se Nuclear Weapons 


@ Much different than conventional weapons: 
> Many casualties 
> Very large area affected 
> Long-term health effects 


@ Considered relatively low risk 


Radiation Dispersal Devices 


@ Conventional explosive with radioactive element 
@ Radiological materials readily available 

@ Considered moderate to high risk 

@ “Dirty Bombs” 


Incendiary Devices 


@ Used to initiate combustion 

@ Easy to make 

@ Easy to use 

@ Considered high risk/low impact 
@ “Molotov Cocktail” 


Chemical Agents 


@ Five types: 
> Nerve 
> Blister 
> Blood 
> Choking 
> Irritants 


@ Components readily available 


@ Routes of exposure: 
> Inhalation, ingestion, absorption 


@ Onset of symptoms from immediate to 
@ Considered moderate risk 


Chemical Agents 


Nerve Agents 


@ Nerve agents are inhaled or absorbed 


@ Nerve agents are the most toxic chemical agent, 
capable of causing rapid death 


@ Not commercially available (military stockpiles), 


sarin, tabun, VX 


x Chemical Agents 


@ S — Salivation 
@ L-—Lacrimation 
@ U — Urination 
@ D — Defecation 


@ G — Gastro-Intestinal 
@ E-—Emesis 
@ M - Miosis 
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~ J Chemical Agents 


Blister Agents 


@ Blister agents are inhaled and absorbed 


@ Blister agents cause skin burns and may 
damage the eyes and airway 


@ Not commercially available (military stockpiles) 


@ Symptom onset depends upon agent, 
immediate to several hours 


Chemical Agents 


Blood Agents 
@ Blood agents are inhaled 


@ Once inhaled, they prevent the transfer of 
oxygen within the body 


@ Commercially available: Hydrogen cyanide, 


cyanogen chloride 
@ Symptom onset is 
immediate 
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yg Chemical Agents 


Choking Agents 
@ Choking agents are inhaled 


@ Once inhaled, they attack the lung tissue 
causing pulmonary edema 


@ Onset of symptoms is immediate 


@ Commercially available: phosgene, chlorine 


x Chemical Agents 


Irritants 


@ Commonly known as “Riot Control Agents” 
@ Inhaled or absorbed 


@ Commercially available: pepper spray, mace 


@ Onset of symptoms is immediate and intense 


@ Rarely lethal, but asphyxia can be caused 
under certain conditions 


Conventional Explosives 
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@ Terrorists “weapons of choice’ 
@ Can be: 


> Military munitions 
> Improvised explosive devices “IEDs” 


@ Considered high risk 
@ 70% of all attacks worldwide 


What Is the Risk? 


Threat 
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as B-NICE Indicators 


Environmental indicators: 

@ Sick or dead animals, fish, or birds (B,C) 
@ Unscheduled spraying (B,C) 

@ Vapor clouds or mists (B,C) 


@ Absence of crops, wildlife, or insects (B,C) 


x B-NICE Indicators 


Environmental indicators: 


@ Out of place and unattended packages, boxes, or 
vehicles (B-NICE) 


@ Packages that are leaking (B, N, C) 


@ Unusual materials or equipment (B, N, C) 

@ Small explosions that disperse liquids, mists, or 
gases (B, N, C) 

@ Unusual odors or tastes (I, C) 
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as B-NICE Indicators 


Physical indicators: 

@ Mass casualties without signs of obvious trauma 
(C) 

@ Victims who are exhibiting similar symptoms (C) 


@ Large numbers seeking medical attention (B) 


ase Preparing for Terrorism 


@ Assemble a disaster supply kit 


@ Identify a safe room inside and a meeting place 
outside of the home or workplace 


@ Develop a family communication plan 


@ Learn shelter-in-place procedures 
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x Evacuate or Shelter-in-Place? 


@ Airborne hazardous materials spread 
quickly 
Evacuation not always the best way to 


stay safe 


@ Staying inside can be a viable 
alternative 


If not in immediate danger, listen to the 
Emergency Alert System (EAS) for 
directions 


Shelter-in-Place Procedures 


@ Shut off ventilation system 


@ Go to safe room with disaster supply kit 
> Duct tape plastic sheeting over openings where outside air can come 
in 
> Seal with duct tape other areas where air can come in 
> Listen to battery-powered radio for all clear 


vw , wr 
x Shelter-In-Place DON’TS 


DO NOT call school or try to pick up your 
children 


@DO NOT leave shelter until directed over 
Emergency Alert System 


@DO NOT risk your safety for pets 
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x Responding to Terrorist Incidents 


@ Do not touch it! 
@ Move away from the object or area 
@ Report it to authorities 


Caution! Using cellular phones or two-way 
radios may detonate an explosive device! 


x Calling 9-1-1 


o Tell the Dispatcher: 


Location of incident 
Nature of incident—fire, explosion, 


victims behavior 
@ Victims or potential victims observed 
@ Suspicious activity—vehicles, people 


@ Follow the dispatcher’s instructions 


x 2 Treating Others 


Your safety is number one 


@ Coming into direct contact 
with victims can expose 
you to contaminants 


Self-Care During Terrorist Incidents 


At the incident: 
@ Limit exposure time. 


@ Increase the distance from the hazard. 
@ Add shielding. 


x What to Do if Exposed 


@ Take action immediately 

@ Leave the area immediately 

@ Follow basic decontamination procedures 
@ Report for decontamination 
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as Basic Decontamination Procedures 


@ Leave the contaminated area 


@ Take decontamination action 
> Remove everything 


> Wash hands before using them to shower 
> Shower or flush with cool water 


> Blot dry 
@ Report for decontamination 


Py Conclusion 


Change your life? 
@ Be aware 

@ Be safe 

@ Be reasonable 


Questions? 


